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GandCrab Ransomware (continued)

TECHNICAL DETAILS

GandCrab ransomware is packed by a custom packer, 
which means it cannot be un-packed automatically 
by many of the standard tools. The unpacked 
GandCrab uses multiple techniques to avoid 
detection, including identifying tools used by analysts 
or sandbox environments.

1.  Queries information about victim OS user, keyboard 
type, computer name, presence of security solutions, 
localname, processor type, IP, OS version, disk space, 
system language, active drives, current Windows 
version and processor architecture (validates that the 
keyboard layout is not Russian).

2.  Checks against a set of running security solutions 
processes.

3. Creates a kill list of hardcoded process.

4.  Checks connection to command and control server 
(kill switch) and becomes active only in the event that 
the C2 server is active. This reduces the footprint 
and the probability of detection by sandboxes not 
properly forwarding Internet connection. 

It’s been estimated that over 50,000 victims were
                         infected by GandCrab by the end of Q1...
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Adobe Flash UAF Vulnerability CVE-2018-4878

In early February, the South Korean government warned that an Adobe Flash zero-day was 
being used in attacks against South Korean targets, most likely by the North Korean govern-
ment affi  liated threat group. This critical vulnerability, CVE-2018-4878, enables remote code 
execution that can give attackers full control over an aff ected system. Adobe issued a patched 
version of Flash player about a week after the zero-day announcement.

Potential Impact

Given that many still have not patched their systems, this Adobe Flash vulnerability is likely to become one 
of the most exploited vulnerabilities of 2018.

We can already see signs of this. Two weeks after the patch release, a widespread malicious email campaign 
exploiting the Flash vulnerability was carried out against U.S. and European organizations. About a week 
later the vulnerability showed up in the Sundown exploit kit distributing ransomware. And in late March, 
Morphisec reported that the corporate website of a leading Hong Kong Telecom group was compromised in 
a watering hole attack that delivers a very similar exploit to the original attack described on the next page.

Anatomy of a Fileless Watering Hole Attack 

Only a few weeks after the Adobe Flash zero-day attack, the website of a major Hong Kong Telecom 
company was hijacked to deliver a watering hole attack exploiting the Flash vulnerability.
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Adobe Flash UAF Vulnerability CVE-2018-4878 
(continued)
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TECHNICAL DETAILS

The malspam attack fl ow below picks up after the 
Flash exploit has been delivered by the malicious 
Word documents which are sent to the targets. 
It primarily focuses on the 32 bit exploitation fl ow, 
although the original exploit supports both 32 and
 64 bit applications.

Below is a short summary of the exploit:

1.  It starts by initializing the shellcode to a local variable 
and forwards the fl ow to the next stage, UAF Triggering.

2.  The vulnerability itself is exploited by triggering Use 
After Free (UAF) on a DRM Operation object. A DRM 
Listener object is created, the memory freed, and 
its pointer made to point instead to a new allocated 
array object created by the attacker.

3.  Array Manipulation: The size of the new array is 
modifi ed to cover the full process virtual memory 
and a basic validation on the array and the OS is 
performed.

4.  The read primitive and write primitive verifi es that the 
index points to user memory only, to avoid triggering 
null page guard or kernel memory assets.

5.  Now that the exploit gained read and write primitive 
and is able to fully control the fl ow, it bypasses DEP 
by changing the shellcode memory protection to 
“Execute,” and then executing the shellcode in-memory.

6.  The attack uses a standard post-exploit technique of 
using the byte array to locate the diff erent functions.

7.  Post Shellcode: CMD.exe is created using the 
CreateProcessA. Next, to bypass any possible 
whitelisting solutions, a shellcode is injected directly 
into the memory of the cmd.exe process by using 
CreateRemoteThread with a written shellcode inside 
the process.

8.  After additional decryption in CMD.exe process 
memory, the shellcode downloads and executes 
malware from the C2 server, in this case a Remote 
Access Trojan. 
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ROKRAT

ROKRAT is a Remote Access Trojan (RAT) that fi rst popped up in April 2017 and has been used 
in various campaigns since. It’s interesting to examine as it employs several of the sophisticated 
evasive techniques we frequently see. It can detect if the targeted system is running any malware 
detection, debugging tools or is a sandbox environment and take action accordingly. The 
ROKRAT variant analyzed by Morphisec was delivered via spear phishing email campaigns 
targeting South Korean politicians and activists. The malicious document leveraged a 
vulnerability in Hangual Word Processor (HWP). The attack remains unattributed, but the 
most likely suspect is North Korea (https://blog.talosintelligence.com/2018/01/korea-in-
crosshairs.html). 

Potential Impact

Once inside, ROKRAT gives attackers nearly unlimited control to kill processes, download and execute 
additional malware, log keystrokes, capture screenshots and exfi ltrate data, including information that 
could lead to compromises of other systems.

TECHNICAL DETAILS

The infection vector in the attack analyzed is a malicious 
HWP document containing an embedded Encapsulated 
PostScript (EPS) object. The EPS object exploits a well-
known EPS buff er overfl ow vulnerability, CVE-2013-
0808, and drops a binary disguised as a JPG fi le.

1.  The dropper, packed by a custom packer to evade 
antivirus, contains a resource named SBS/Doc with 
malicious shellcode. The dropper creates a new 
cmd.exe process, injects the extracted resource and 
executes it.

2.  The shellcode decodes an XOR-obfuscated Portable 
Executable fi le, loads it to the memory of cmd.exe 
and executes it. This is the ROKRAT trojan.

3.  The payload collects information about the OS and 
system, performing a number of anti-analysis checks 
including checking for a sandbox environment. After 
the checks are complete it initiates Command and 
Control communication.

4.  Many security tools can detect traffi  c to and from 
malicious IP addresses. To prevent this, the trojan 
uses legitimate Mediafi re, Yandex, and Twitter 
cloud platforms for its command and control 
communications and exfi ltration platforms.           
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Dofoil/Smoke Loader Trojan with Coinminer

One of the more interesting trends of 2018 is the rapid proliferation of cryptocurrency miners. 
In early March, a variant of the Dofoil trojan emerged that includes a resource-draining 
crypto-currency-mining payload. This Dofoil variant used multiple tactics to establish 
persistence, remain undetected and confound dynamic and static analysis.

Potential Impact

Dofoil attacks have popped up fairly regularly over the past several years, with new tricks added in and 
delivering various payloads. While this particular Dofoil attack appears to be no longer active, we are 
currently investigating new Dofoil/Smoke Loader variants, which are even more evasive. In addition, 
we will certainly see coinminers of the type used in this attack incorporated in other malware.
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Dofoil/Smoke Loader Trojan with Coinminer
(continued)

1111

TECHNICAL DETAILS

Like the other attacks we’ve looked at, the malware 
delivered is heavily packed and obfuscated.

1.  Doifoil uses multistage shellcode incorporating 
various anti-analysis techniques. It fi rst iterates 
over the PEB (Process Environment Block) to fi nd 
modules and functions useful to its evasive tactics.

2.  The malware uses VirtualAlloc API to allocate a new 
memory region and adds off set to the start of the 
allocated base region.

3.  It then copies the decrypted code to the newly 
allocated memory area.

4.  Dofoil then performs Process Hollowing/RunPE 
injection to hide the code behind a legitimate 
process so that it is harder to detect:

 •  It creates an explorer.exe process in suspended 
mode.

 •  Unmaps (hollows) the original executable from 
the process.

 •  Then replaces it with a malicious Portable 
Executable (PE) from the allocated memory.

 •  The trojan checks to make sure it Is not running in a 
virtual machine environment. If so, it stops running. 
If not, the hollowed explorer.exe creates a second 
hollowed explorer.exe instance.

 •  This second explorer.exe drops and executes 
a Coinminer that uses the name of a legitimate 
Windows binary, wuauclt.exe. In this case, it mines 
Electroneum coins but could be confi gured to 
mine various other cryptocurrencies.

The cryptocurrency miner itself uses several techniques 
designed to avoid detection, including checking for 
analysis tools and stopping them.

Cybercriminals are adding coin mining features to 
           various types of malware, from exploit kits to 
     banking trojans.
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TECHNICAL DETAILS

It is a known fact that attackers can create a Non-CIG 
malware process or inject their malicious code into 
already running, existing Non-CIG critical process 
(e.g. explorer.exe). Non-CIG-protected processes are 
the most prevalent form of process on Windows and 
there is no feasible way to protect all processes with 
CIG as programs such as Outlook, for example, with all 
its 3rd party add-ins, could not load. From within the 
compromised Non-CIG process, attackers can then 
apply CIGSlip to compromise a CIG protected process. 

CIGSlip leverages the fact that a process can load a 
binary constructed from a section that could be 
injected from outside. This will bypass the verifi cation 
check for the DLL signature that is done during 
sectioncreate CIGSlip detours the code integrity 
verifi cation by hijacking control when the section is 
created, eventually enabling injection of the malicious 
DLL. A detailed proof-of-concept can be found in our 
CIGslip report https://blog.morphisec.com/new-
method-to-bypass-microsoft-cig

CIGSlip

CIGSlip is not an attack but a security fl aw discovered by Morphisec researchers, 
which can be exploited by attackers to bypass Microsoft’s Code Integrity Guard (CIG). CIG is 
a feature that prevents malware from loading malicious “unsigned” code into applications 
such as Microsoft Edge. A CIG-protected application will load only Microsoft-signed DLLs 
and binaries. However, using CIGSlip, attackers can easily load malicious libraries into
CIG-protected processes and applications by exploiting a loophole in the handling of 
non-CIG-enabled process.

Potential Impact

CIGSlip carries serious destructive potential and organizations should understand the possible 
damage that could be infl icted through this attack surface. Any Windows machine is at risk. 
CIGSlip enables attackers to load any DLL (not signed) into a protected CIG process without 
triggering an alert notifi cation. This means, for example, that a banking trojan could load
malicious plugin into the Edge browser.

DISCOVERED BY 
Morphisec Labs

RESPONSIBLY DISCLOSED 
TO MICROSOFT
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In Conclusion

The fi rst quarter of 2018 serves as both a good indicator for the year ahead and a caution that just when 
we think we understand the cybersecurity landscape, a seismic shift can alter it completely.

Of course some things never change. Cybercriminals are always looking for the low hanging fruit, the 
easiest ways to make money. Coinminers, which generate immediate, certain revenue and can operate 
undetected longer, are edging out ransomware as the preferred payload delivered by many malware 
downloaders.

The greatest sources of cybercrime revenue, however, remain Information stealers and Banking trojans. 
These saw a resurgence in Q1, albeit with signifi cant upgrades, thanks to the availability of more advanced 
techniques to hide malware and evade security solutions, particularly fi leless tactics. Attackers have 
increased their distribution of very sophisticated Banking trojans like Emotet, Corebot, Zeus Panda across 
a broader attack surface.

Some trends emerging will only manifest as organizational threats later. Many researchers, on both sides 
of the aisle, are now investigating side channel attacks due to the attention generated by Meltdown and 
Spectre and their destructive potential. We anticipate additional side channel attack research will be 
published during the year, although those attacks will be more theoretical than practical. 

A more immediate upcoming threat are Use-After-Free memory exploits, such as the Adobe Flash 
vulnerability CVE-2018-4878 analyzed in this report. Although there are many vulnerabilities, only a few 
of them can really be weaponized. Use-After-Free exploits are easily weaponizable and we expect to see 
such memory exploits become a main vector to deliver sophisticated fi leless attacks.

One fi nal note: The data and analyses in this threat report are diff erent from other industry reports as, 
like Morphisec, it focuses on attacks not caught by antivirus or antivirus replacements. It is intended to 
off er a perspective that goes beyond sheer numbers to bring deeper understanding of the threats most 
relevant and dangerous to organizations today.

                         —  Michael Gorelik, Chief Technology Offi  cer and Head of Threat Research 
and the Morphisec Labs Team

ABOUT MORPHISEC LABS

Morphisec Labs’ Threat Research Team engages in ongoing cooperation with leading researchers 

across the cybersecurity spectrum. The team works closely with counterparts at security, technology 

and networking companies as well as Fortune 500 security teams, developers of pen-testing 

frameworks and independent researchers. Morphisec Labs is dedicated to fostering strong 

collaboration, data sharing and off ering investigative assistance.

15

Q1 2018   |    MORPHISEC LABS THREAT REPORT



 www.morphisec.com

© 2018  Morphisec Inc.

ABOUT MORPHISEC
Morphisec off ers an entirely new level of innovation to customers in its 

Endpoint Threat Prevention product, delivering protection against the 

most advanced cyberattacks. The company’s patented Moving Target 

Defense technology prevents threats others can’t, including APTs, 

zero-days, ransomware, evasive fi leless attacks and web-borne exploits. 

Morphisec provides a crucial, small-footprint memory-defense layer 

that easily deploys into a company’s existing security infrastructure to 

form a simple, highly eff ective, cost-effi  cient prevention stack that is 

truly disruptive to today’s existing cybersecurity model.

https://www.facebook.com/Morphisec/
https://www.linkedin.com/company/morphisec/
https://twitter.com/morphisec

